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Cybersecurity vs. Digital Security
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Cyber-Security

• PCs, laptops, servers

• Firewalls, virusscans

• Internal vs. external networks

Digital Security

• Mobile devices, cloud, cars, 

smart grids, security cameras, 

refrigerators, toasters,…



Current and future risks
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Digital Security 
Challenges and Solution

– Coordination of cooperation between stakehoders

• manufacturers, vendors

• users

• authorities

• security researchers

– Governments can assist with legal regulations

• standards

• liabilities

• data protection rules

• financial assistance
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Cybersecurity Exercises

• Purposes of Cybersecurity Exercises
– To test and train public-private 

Cooperation

– To train management of complex and
high-risk threats

– To test new and future legislation (NIS 
directive, GDPR, etc.)

– Generate media attention to raise
awareness for cybersecurity threats

– To meet and understand other public
and private actors
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BMI/KSÖ Cyber Security Excercise 2017
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Szenario

• The main part: the szenario

– Challenging but solveable

– Realistic

– Surprising

– Follows a timetable but adapts
dynamically to the reaction of the players

– Expertise of the exercise lead is
important for the exercise success
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Participants

• The target group: the participants
– Exercise lead and support 

– Players

– Visitors

– Experts (e.g. legal experts)

• Selection of the participants
– According to roles (CEO, reporting, crisis management)

– According to capabilities (leadership, technical expert, legal 
expert)

– In accordance with the scenario and the goals

29.01.2018 9Cyber Security Week



Participants
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Authorities

BKA

BMI

BMLVS

BMEIA 

Computer 
Emergency 
Response 

Teams

CERT.at 

GovCERT

Austrian 
Energy CERT

Critical 
infrastructures

Alpha
Beta

Gamma
Delta

Epsilon
Zeta
Iota

Kappa
Lambda
Omikron

Organisation & 
Support 

Management

Support

Legal experts

Visitors Media



Critical Infrastructure Roles
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Using tools to identify
threats and solutions

Communication to
CERTs and authorities

Support, legal 
assistance

Reports according to
NIS and GDPR

IT Experts
CERT-

Communi-
cation

SupportReporting



Exercise Program

Two day exercise

• 1. Day: Training
– Teambuilding - getting to know each other

– Training - getting to know the tools

– Solving of testchallenges

– Technical presentations

– Rules of the game

• 2. Day: Exercise
– Solving challenges according to the scenario

– Media and vistor program

– Technical, organisational and legal experts
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Media coverage
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Lessons learned

• Public-private cooperation is a key challenge on the
way to digital security

• Cybersecurity exercises are an optimal preparation
for current and future challenges

• Technical exercises are on the rise

• Training of communication and legal aspects will stay
important
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Contact:

Dr. Alexander Janda
Generalsekretär Kuratorium Sicheres Österreich

Adress: Kärntner Ring 5-7, 1010 Wien
eMail: janda@kuratorium-sicheres-oesterreich.at
Phone: +43 664 5566800
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