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Role of CIRTs and Cooperation at National Level
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Global Cybersecurity Agenda (GCA) 

• GCA is designed for cooperation and efficiency, encouraging 

collaboration with and between all relevant partners, and building on 

existing initiatives to avoid duplicating efforts.

• GCA builds upon five pillars:

1. Legal Measures

2. Technical and Procedural Measures

3. Organizational Structure

4. Capacity Building

5. International Cooperation  

• Since its launch, GCA has attracted the support and recognition of 

leaders and cybersecurity experts around the world. 
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Economic Impact 
of Standardization

Adds 0.3% - 1% to 
the GDP

Source: European Commission

ITU-T Study Group 17 – Security

• Over 300 standards (ITU-T Recommendations) for security
• Rec. ITU-T X.509 for electronic authentication over public networks; a 

cornerstone in designing applications relating to PKI; used in a wide 
range of applications including providing digital signatures that enable 
e-commerce transactions to be conducted with the same confidence as 
in a traditional system

• ITU-T X.1500-series on cybersecurity information exchange
• ITU-T X.1600-series cloud computing security
• ITU-T X.1140-X.1150-series: access control/authentication
• ITU-T X.1080-series: telebiometrics

• Key areas of current work:
• Telecommunication/ICT Security 
• Cyberspace security
• Application Security:  Internet of Things, web services, cloud 

computing, Big Data, Intelligent Transport System
• Identity management and authentication
• Child Online Protection

ITU’s Standardization Sector 

4



5

Agenda

1. What Is National Critical Information Infrastructure? 

2. Threats to National Critical Information Infrastructure

3. The Role of the national CIRT in the CIIP



6

Agenda

1. What Is National Critical Information Infrastructure? 

2. Threats to National Critical Information Infrastructure

3. The Role of the national CIRT in the CIIP



Global Cybersecurity Index 2017

Top three ranked countries in the Word

Member State Score Global Rank

Singapore 0.925 1

United States of America 0.919 2

Malaysia 0.893 3

What Is Critical National Infrastructure? 

Source : Global Cybersecurity Index (GCI) 2017
www.itu.int/en/ITU-D/Cybersecurity/Pages/GCI-2017.aspxITU

Legal

Technical

Organizational

Capacity Building
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http://www.itu.int/en/ITU-D/Cybersecurity/Pages/GCI-2017.aspxITU


The Cyber Security Agency of Singapore (CSA) - Singapore -

“CIIs are computers or computer systems that are necessary for 

the continuous delivery of essential services that Singapore relies 

on, the loss or compromise of which will lead to a debilitating 

impact on national security, defence, foreign relations, economy, 

public health, public safety or public order of Singapore. 

Currently, essential services have been identified in 11 sectors, 

including utilities, banking and finance, media, info-

communications, healthcare and transportation.”

Singapore

Definition of Critical National Infrastructure:

sectors

What Is National Critical Information Infrastructure? 



“Critical infrastructure are the assets, systems, and networks, 

whether physical or virtual, so vital to the United States that their 

incapacitation or destruction would have a debilitating effect on 

security, national economic security, national public health or 

safety, or any combination thereof.”

Department of Homeland Security -USA-

The United States of America
sectors

Definition of Critical National Infrastructure:

What Is Critical National Infrastructure? 



“Critical National Information Infrastructure (CNII) is defined as those 
assets (real and virtual), systems and functions that are vital to the 
nations that their incapacity or destruction would have a devastating 
impact on:

• National economic strength; Confidence that the nation's key 
growth area can successfully compete in global market while 
maintaining favourable standards of living.

• National image; Projection of national image towards 
enhancing stature and sphere of influence.

• National defence and security; guarantee sovereignty and 
independence whilst maintaining internal security.

• Government capability to functions; maintain order to perform 
and deliver minimum essential public services.

• Public health and safety; delivering and managing optimal 
health care to the citizen.”

CyberSecurity Malaysia - Malaysia -

Malaysia 

Definition of Critical National Infrastructure:

sectors

What Is Critical National Infrastructure? 
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Threats to Critical National Infrastructure

Source : https://emilms.fema.gov



Mirai Botnet (未来)

September and October 2016

Threats to Critical National Infrastructure



WannaCry ransomware

May 2017

Threats to Critical National Infrastructure



WannaCry ransomware

May 2017

Threats to Critical National Infrastructure



San Francisco train system

November 2016
Istanbul Airports

July 2016

Threats to Critical National Infrastructure



Kiev’s power grid

December 2016

Threats to Critical National Infrastructure



Source : NSA

Interconnected Nature of Critical Infrastructure

Threats to Critical National Infrastructure

Cascade effect 
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21%

79%

YES No( LEGAL )

Source : Global Cybersecurity Index (GCI) 2017
www.itu.int/en/ITU-D/Cybersecurity/Pages/GCI-2017.aspxITU

28%

72%

YES NO

Key findings of GCI 2017 on CIIP

CIRT  The Role of the national  CIRT in the CIIP

Does the legislation or regulation impose the implementation of 

cybersecurity measures on the critical infrastructure operators?

Does the legislation or regulation impose cybersecurity 

audits on the critical infrastructure operators ?

http://www.itu.int/en/ITU-D/Cybersecurity/Pages/GCI-2017.aspxITU


31%

69%

YES No

19%

81%

YES No

Source : Global Cybersecurity Index (GCI) 2017
www.itu.int/en/ITU-D/Cybersecurity/Pages/GCI-2017.aspxITU

( ORGANIZATIONAL )

Key findings of GCI 2017 on CIIP

CIRT  The Role of the national  CIRT in the CIIP

Does national cybersecurity strategy include a national 

resilience plan ? 

In the national strategy for cybersecurity , Is there a section on the 

protection of critical information infrastructure?

http://www.itu.int/en/ITU-D/Cybersecurity/Pages/GCI-2017.aspxITU


47%

53%

YES

No

Do you have an responsible agency responsible for 

critical information infrastructure protection?

Source : Global Cybersecurity Index (GCI) 2017
www.itu.int/en/ITU-D/Cybersecurity/Pages/GCI-2017.aspxITU

( ORGANIZATIONAL )

Key findings of GCI 2017 on CIIP

CIRT  The Role of the national  CIRT in the CIIP

 Governments are responsible for the country’s overall security, public 
safety, the effective functioning of the economy, and the continuity of 
government services in case of an emergency or crisis 

Government has responsibility to lead

 Private Sector Most of the critical infrastructures are administered by 
the private sector operators

 The CIIP is the SHARED responsibility of both public and private 
organisations who develop, own, provide, manage and/or use this 
critical infrastructure. 

http://www.itu.int/en/ITU-D/Cybersecurity/Pages/GCI-2017.aspxITU


 National Incident Response Team 

 Organizational Incident Response Team

Governmental CIRT 

 Multi-Organizational Incident Response Team

UN-CSIRT , CERT-EU

 Sectorial Incident Response Team

Financial Institutions CIRT  , CII CIRT 

 Regional Incident Response Team 

AfricaCERT, APCERT , OIC-CERT

Type Of Incident Response Team 

CIRT  The Role of the national  CIRT in the CIIP
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CIRT  The Role of the national  CIRT in the CIIP

Basic Services of a National CIRT
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CIRT  The Role of the national  CIRT in the CIIP
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CIRT  The Role of the national  CIRT in the CIIP

The Six Phases of Critical information 

Infrastructure Protection (CIIP)



102 National CIRTs Worldwide

Need to fill the gaps

National CIRTs are in the first line of cyber-response

• Providing  incident  response  support;
• Dissemination  of  early warnings and 

alerts;
• Facilitating communications and 

information sharing among stakeholders;
• Developing mitigation and response 

strategies and coordinating incident 
response;

• Sharing data and information about the 
incident and corresponding responses;

• Publicizing best practices in incident 
response and prevention advice; 

• Coordinating international cooperation on 
cyber incidents; 
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ITU’s National CIRT Programme

 Assess existing capability 
of/need for national 
cybersecurity mechanisms

 On-site assessment through 
meetings, training, interview 
sessions and site visits

 Form recommendations for plan 
of action (institutional, 
organizational and technical 
requirements)

 Design and Implement CIRT  based 
on the identified needs and 
organizational structures of the 
country

 Assist with planning, 
implementation, and operation of 
the CIRT. 

 Continued collaboration with the 
newly established CIRT for 
additional support

 Capacity Building and trainings on 
the operational and technical details

 Further improvement and 
enhancement overtime 

 Exercises organized at both 
regional and international 
level

 Help enhance  the 
communication and 
response capabilities of the 
participating CIRTs 

 Improve overall 
cybersecurity readiness in 
the region

 Provide opportunities for 
public-private cooperation

29
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• Assessments conducted for 68 countries

• Implementation completed for 12 countries 

Barbados​, Burkina Faso, Côte d'Ivoire, Cyprus,​ Ghana, Jamaica, ​Kenya​, 

Montenegro, Tanzania, Tri​​nidad​​ and Tobago, Uganda, Zambia​

• Implementation in progress for 4 countries
​Burundi, Gambia, Palestine and Zimbabwe​​

• 18 Regional cyber drills conducted with participation of 
over 115 countries

ITU’s National CIRT Programme



All project partners contribute their knowledge and expertise in the National Cyber Security domain, thereby 
providing a high added value to the toolkit definition

Co-authored Multi-stakeholder approach

ENISA

National Cyber Security Guide
A Joint Effort by 15 Partners

Ongoing project to produce one reference guide on devising a national 
cybersecurity strategy to be followed by implementation in countries  

Expected release in 2018 31
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THANK YOU 


