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= "By far the greatest and most admirable form of
wisdom is that needed to plan and beautify cities and
human communities.”
— Socrates

= "Privacy is precious in cities. It is indisFensabIe.
Perhaps it is precious and indispensable everywhere,
but in most places you cannot get it. In smal
settlements everyone knows your affairs. In the city
everyone does not — only those you choose to tell will
know much about you.”
Et_Jane Jacobs, The Death and Life of Great American

ities



1EloliE Karl Kraus on cities

= Jch verlange von einer Stadt, in der
ich leben soll: Asphalt,
StraBenspllung, Haustorschlissel,
Luftheizung, Warmwasserleitung.
Gemutlich bin ich selbst.

= From a city in which I am expected
to live I demand concrete roads,
street-cleaning, a key for the door,
air heating, hot water pipes —
gemutlich I am myself.”
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Information:
- Daily routines

- Coffee
consumption

/.40 am — Making coffee

[Philipps / Saeco]



mobile X

Information:
- Sleep rhythm
. Sleeping habits

7.45 — Getting up

Insights
Your sleep was a good mix
of deep and light sleep.

iyl 7:46 ()



sl en 7.50 — Shaving (foam running out)

Information:
- Daily routine
- Preferred products

[Amazon]
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Information:
- Daily routine
- Weight

/.52 — Weighing

254 |bs Apr04-18 2012

104 |bs

e
-]

Weight

[Fitbit]
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Information:
- Daily routine
- Dental health (care)

/.55 — Cleaning teeth

O—

SMARTS
snﬂJn

BLACK 7000

Intelligent. Personalised.
Superior results"
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Information:
- Daily routine

- Persons in
household

8.30 — Locking the door

= 2§3C)i‘;MapleSt.

FRONT DOOR

[August]
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business 8.35 — Turning heating down
Information:

- Daily routine _—

- Persons in house -~

HEATING

S

[Nest]
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Information:

- Daily routine

- Persons in house

8.40 — Lights out?

Nl 1o
I_I,u.

PHILIPS

[Philipps]
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sl en The networked washlet

... and in Japan, Matsushita has demonstrated a health-monitoring toilet that can

analyze your stool and send the information online to your doctor.
[www.asiaweek.com/asiaweek/technology/article/0,8707,130495,00.html, 2001-

06-22]
“ ... sensors detect seven abnormal behavior patterns of the elderly in their living
quarters and three abnormal patterns in the toilet area. Any abnormality that is
sensed is automatically transmitted to the PHS terminals or pagers of the nursin
staff. The care monitor system that uses these sensors will help provide safe an
high quality nursing service.” [www.mew.co.jp/e-tecrepo/73e/main02.html]
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mobile S\ Smart home
business Typical devices properties

- Strong connectivity
- In most cases control via app
- Specialised on one application

. Data oft stored in clouds or with 34 parties
- Access via provider’s server
- Globally distributed

.- Often (but not always) app and device by the same
provider

- Data protection terms and conditions complex and
difficult to understand




sl en New devices - an old paradigm

“Get all the
information you can
— we'll think of a use

for it later.”
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mobile S\ Smart home
business Analysing the data

= Depending from the resolution of T [ C Evening Actvies
the collected data 000 g Dinner, Showers,
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mobile N\ Smart home metering
ZS eSS Protection approaches 1

Smart Meter

« Reduction of load signatures
through electricity storage
[Kalogridis et. al. 2010, 2011]

In general

» Data aggregation before analysis

« More users (load analysis for
network control)

« Longer terms (accounting)

20



mobile Smart (home) metering
ZS eSS Protection approaches 2

Remove the link between
electricity consumer and payer

» Payment with vouchers

« Attribute-based credentials to
show one’s authorisation to
receive electricity

» Beyond households also relevant
for charging of electric vehicles
(possibly away from home)

21
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m&ﬂ!ﬁg\ss Sensing the City

Cities are tremendously big, highly
dynamic and complicated objects
of study for complex systems
researchers.

Understanding citizens’ behavior is
of high interest for sociologists,
urban planners, etc.

N g pi a0 JoNS . To better understand such a
&5 L5\ @4 complex system

> Capture its behavior.

23



sl en The Citizen as a sensor

The log of events in relation with citizens and their municipality

24



nesiE Social media as a source of data

A ‘
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SOCIAL MEDIA
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Social media + mobiles = users continuously sharing information
anytime and anywhere

25



Moblie e Research objectives

= Develop a social sensor without hardware

whose observation target is the city.

= Fed with microblogging information proactively provided by
users

= Evaluate the viability of the newly developed
sensor to build urban-behavioral models.
= To detect anomalous urban behavior

26



mobile Case Study 1
il Mobile World Congress (MWC) 2012

MOBILE.

WORLDCONGRESS 4
Barcelona | 27 February -1 March 201218

GSIMA.
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mlg)lﬁ)si%ﬁe\\ss Geo-spatial Clustering MWC12

;,OOSIC earth

Alt.ojo  5.90 km
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MWC12
over time
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mobile S\ Case Study 2
il 2012, September 11
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Citizen as a Sensor - Privacy Issues in
Participatory Sensing
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Big Data = Big Brother?
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@ Telefénica withdraws 'Big Data® service from German market - FierceWireless:Europe - Mozilla Firefox

Datei Bearbeiten Ansicht Chronik Lesezeichen Extras Hilfe

| @ Aktuelle Machrichten - Inland Auslan... | Fl Telefanica withdraws 'Big Data' servic... % | + b -

wonnw fiercewireless.com/europe/story/telef-nicas-big-data-plans-blocked-german-regulator/2012-11-02

| |(®) Aktuelle Nachrichten -... i SPIEGEL OMLIME - Mac... i Erste Schritte [2) Meistbesucht

HEWS TOPICS ANALYSIS

Fierce\\Wireless
Europe

Topics: Content | Mobile Operator Mews | Operator Strategies

Telefonica withdraws '‘Big Data’ service from
German market
November 2, 2012 | By Paul Rasmussen

SHARE Telefonica's O2 Germany said it has no plans to sell anonymous customer location
data to retailers there after the operator received strong pushback from the

Email  government following consumer privacy warries.

The company says its "Smart Steps” service, which aims to interpret, analyse and

18 then sell the anonymous data of O2 customers to retailers and public sector
W Tweet  Organisations, is not expanding to Germany. "Privacy and customer satisfaction is
a top priorty for Telefonica, and after feedback from our customers we have now
4 decided not to introduce Smart Steps in Germany," a company spokesperson told

Teltarif.de.

Share

This comes after Telefdnica Digital announced last month that its newly formed
o4 Cynamic Insights unit would shortly offer anonymous customer data--often known
as Big Data--to organisations in the UK, Germany and Brazil. Trials of Smart Steps

e were said to be underway in the UK with a launch expected this month.

O~ >

FEATURES

[ "l b =l =fonica withdraws smart stell ﬁ

LIBRARY EVENTS JOBS

| EMAIL ADDRESS SIGMN ME UP

Get FierceWireless:Europe via twice-weekly email
and save time following the European wireless
industry. Sign up today!

POPULAR STORIES

MARKETPLACE

FOLLOW US @

| MOST READ | | MOST SHARED |
Will LTE speeds be able to keep up with rising
demand?

Analyst: 98% of operators say small cells are
essential for the future

Analyzing the world's 11 biggest handset makers in
Q3 202

Infonetics: Mokia Siemens climbs LTE vendor
rankings in Q3

Mokia buoyed by Lumia 920 deal with China Mobile

m
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PUBLIC HEARING

COMMITTEE ON CIVIL LIBERTIES, JUSTICE AND

mobile N\ HOME AFFAIRS
business Tuesday 11.04.2017 — 15:00-18:30

IOZSEF ANTALL BUILDING (BRUSSELS) — ROOM 2Q2

ePrivacy
« EU Draft Regulation on

The proposedrules for the respect for private

Priva Cy a nd Electronic life and the protection of personal data in the
Communications electronic communications in the EU
(2017/0003(COD))

« Hearing documented
on
www.europarl.europa.e
u/committees/en/libe/e
vents-
hearings.html?id=2017
0328CHE01221

Rapporteur: Marju LAURISTIN (S&D)



http://www.europarl.europa.eu/committees/en/libe/events-hearings.html?id=20170328CHE01221

mobile S\ Location data
LBl in the ePrivacy Regulation

= Art. 4 (3)(c): " ‘electronic communications metadata’
means [...], including [...] data on the location of the
device generated in the context of providing
electronic communications services, |[...]”

= TOO narrow:
= Telcos are covered.
= OTTs are not covered!

» Only limited protection for users (and the borderline is hard to
understand for users)

» Competitive disadvantage for telcos (European players)
> Delete the text in red.

39



mobile 3\ Art. 8(2)(b): Collection Zones with
busingss Wifi/Bluetooth tracking

= Person responsible for collection must indicate measures end-
users may take to minimize or stop the collection.

= Gives the impression that organisations may collect
information emitted by terminal equipment to track the
physical movements of individuals (such as “Wifi/Bluetooth-
tracking”™) without the consent of the individual concerned.

= The party collecting these data could apparently comply by
means of a notice informing users to switch off their devices,
when they do not want to be tracked.

» Contrary to a basic goal of the telecommunications policy of
the European Commission to provide high-speed mobile
internet connectivity with strong privacy protections at a low
cost to all Europeans, across borders.

40
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mgfégﬁg\ss Summary & Outlook

= Cities are microcosms of civilization
= Digitalisation expands and intensifies data flows.
=  Data are the new oil."

= Smart City providers must support
= Design / control of data flows
= Decentralisation of data and processing
= (Transitive) Protection of users and customers

= Users (and researchers and regulators) must
= Watch data flows carefully

= Consider, whether the respective application ...
= ... heeds the data,
= ... is worth the data.
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= GOkhan Bal
= Sebastian Pape
= Jetzabel Serna

Special thanks to

CREDENTIAL
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