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New threats need new partnerships
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Quelle: BBC.com

Quelle: Softpedia News

Quelle: techcrunch.com  

Quelle: theguardian.com

https://www.youtube.com/watch?v=p6-mKjNSODM
https://www.youtube.com/watch?v=p6-mKjNSODM


Digital Security: 
Challenges and Solution

– Public-private cooperation and its obstacles

• Ressources and budgets

• Reactive vs. proactive approach and speed

• Dependency on laws, rules and norms

• Business interests vs. political interests

• Confidentiality
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Digital Security 
Challenges and Solution

– Coordination of cooperation between stakehoders

• manufacturers, vendors

• users

• authorities

• security researchers

– Governments can assist with legal regulations

• standards

• liabilities

• data protection rules

• financial assistance
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Public-private interface

• Benefits of a public-private 
interface organisation

– Generation of competence

– Translation of culture and language

– Possibility to generate and discuss
common positions on technical and
legal issues

– Information platform with high 
credibility
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Public-private dialogue

• Legal/technical cyberdialogue

– What are the current problems in 
the cooperation of legal and
technical experts regarding new
technologies? 

– What legislation can/should be
adapted to assist in countering
these problems?

– Which stakeholders should/must 
be involved to get a broad support? 

– What are the legal and
organisational restrictions? 
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Cybersecurity Exercises

• Purposes of Cybersecurity Exercises
– To test and train public-private 

Cooperation

– To train management of complex and
high-risk threats

– To test new and future legislation (NIS 
directive, GDPR, etc.)

– Generate media attention to raise
awareness for cybersecurity threats

– To meet and understand other public
and private actors
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BMI/KSÖ Cyber Security Excercise 2012
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BMI/KSÖ Cyber Security Excercise 2017
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BMI/KSÖ Cyber Security Excercise 2017

• Public-private participants
– 200 participants

– 10 teams (6 people)

– 24 enterprises

– National authorities, CERT.at, Austrian Energy CERT

– Technical and organisational partners (AIT, Repuco)
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BMI/KSÖ Cyber Security Excercise 2017
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Using tools to identify
threats and solutions

Communication to
CERTs and authorities

Support, legal 
assistance

Reports according to
NIS and GDPR

IT Experts
CERT-

Communi-
cation

SupportReporting



Cyber escalation scenario
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Civil Cybersecurity Actors
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Lessons learned

• Public-private cooperation is a key challenge on the
way to digital security

• Convincing decision makers about the advantages of 
public-private cooperation is critical

• Cybersecurity exercises are an optimal preparation
tool for current and future challenges
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Contact:

Kuratorium Sicheres Österreich
eMail: office@kuratorium-sicheres-oesterreich.at

Wolfgang Rosenkranz
eMail: wolfgang.rosenkranz@repuco.at
Phone: +43 664 886 56 280
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