Session 12

Implementation of OSCE efforts to enhance
the protection of critical infrastructures

Confidence Building Measure (CBM) 15



CBM 15

Participating States, on a voluntary basis, will encourage,
facilitate and/or participate in regional and sub regional
collaboration between legally-authorized authorities
responsible for securing critical infrastructures to discuss
opportunities and address challenges to national as well as
trans-border ICT networks, upon which such critical
infrastructure relies.



Collaboration may, inter alia, include:

— Sharing information on ICT threats;

— Exchanging best practices;

— Developing, where appropriate, shared responses to common challenges including crisis management
procedures in case of widespread or transnational disruption of ICT-enabled critical infrastructure;

— Adopting voluntary national arrangements to classify ICT incidents in terms of the scale and seriousness of the
incident;

— Sharing national views of categories of ICT-enabled infrastructure States consider critical;

— Improving the security of national and transnational ICT-enabled critical infrastructure including their integrity at
the regional and subregional levels; and

— Raising awareness about the importance of protecting industrial control systems and about issues related to
their ICT-related security, and the necessity of developing processes and mechanisms to respond to those issues.
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