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Executive Order by the President of the United States

Executive Order on Strengthening National
Resilience through Responsible Use of

Positioning, Navigation, and Timing Services
INFRASTRUCTURE & TECHNOLOGY

Issued on: February 12, 2020

By the authority vested in me as President by the Constitution and the laws of the
United States of America, it is hereby ordered as follows:

Section 1. Purpose. The national and economic security of the United States depends
on the reliable and efficient functioning of critical infrastructure. Since the United States
made the Global Positioning System available worldwide, positioning, navigation, and
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EU Satellite Navigation Galileo

USEGALILEO.Fu

FIND A GALILEO-ENABLED DEVICE TO USE TODAY

Galileo is Europe's Global Satellite Mavigation System (GMNSS),
providing users with improved positioning and timing information.

Click on the icons to find Galileo-enabled devices.

DURING AM SPACE
EMERGENCY APPLICATIONS

GOING MOBILE OMN THE FARM ON THE MAP
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Vulnerabilities of Global Navigation Satellite Systems (GNSS)

Typical GNSS Vulnerabilities ¢ ""

@

Spoofing Multipath

+ Covert
= Deception
@ Interference "
» Unintentional Vulnerabilities
Cyber Attacks
+ MNon-RF
GNSS Segment Errors Atmosphere
» Erroneous upload data « Scintillation
» SV Faults (E.g.. SVN49) « Solar Activity
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Ship Track observations by Skythruth
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Potential Action items for Secure PNT:

1. Awareness

2. Research and Development
3. Testing and Evaluation
4. Risk Management b s
5. Countermeasures bt B i
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» SatNav Multi-constellation and Multi-frequencies
» PNT sensor fusion
» Crypto like EU GNSS Galileo PRS

» Cooperation - pool our efforts
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