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Closing transaction
broadcasted when the
channel is closed
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Public channel
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Lightning Network Background
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Tracing illicit activities in Bitcoin
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Tracing illicit activities in the Lightning Network
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Lightning Network’s Privacy Properties

e Channels secrecy

e Third party balance secrecy

e Off-path payment privacy

e On-path relationship anonymity



Channels secrecy



Privacy properties of channels

Public channel
~ ~

Everyone knows

Known capacity

Anyone can use it for routing

User who takes funds is anonymous

Private channel
~ ~

Only participants know

Hidden capacity

Only participants/allowed third-parties
can use

User who takes funds is anonymous



Channel secrecy heuristics

Two heuristics
(Property & Tracing)
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Tracing
27,183 channels
79.3% identified one
participant

Property
77,245 closed private
channels

Public
155k found opening node
143k found who got
closing funds
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Third party balance secrecy

Generic balance inference attack
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Third party balance secrecy

Generic balance inference attack

Full testnet attack 103 nodes, 1,017 channels
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65% of the channels were one-sided Attacker cost
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Off-Path Payment Privacy
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On-Path Relationship Anonymity

When does an intermediate node knows who the Sender is
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Lightning Network Simulator

Average Lengths - How long is each path?
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lengths,,,, : We maximize the lengths | lengthsg,,, : We minimize the lengths
For lengths,,,,, 14.98% of paths consist of only one hop.

In lenathsshort, 56.65% of paths consisted of a single hop.



On-Path Relationship Anonymity - Results
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In the worse case scenario the intermediate now has a 14.98% probability of being right

In the best case scenario, where paths are short, failures happen oftenly and the nodes in a path form a clique
the probability is 83% !



Summary and Keypoints

e Private channels — Property & Tracing Heuristics
e Third party balance secrecy — Balance inference attacks
e Off-path payment privacy — Payment detection attack

e On-path relationship anonymity — Path discovery attack

Contact: g.kappos@ucl.ac.uk h.yousaf@ucl.ac.uk
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