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Lieber.Group (ThreatGet business unit) wins 1st prize at Constantinus 2021 in the Digitalisation/Internet of Things category
(from left to right: Martin Puaschitz, UBIT chairman Vienna; Peter Lieber, founder and owner Lieber.Group; Dr Martin Stierle, Head of
Competence Unit Security & Communication Technologies, Center for Digital Safety & Security, AIT Austrian Institute of Technology)

Lieber.Group was named the winner in the Digitalisation / Internet of Things
(1oT) category of this year's Constantinus Awards for a novel consulting
approach to implementing ThreatGet, a cyber security by design solution.
The company developed o holistic method aimed at consulting companies
working in the field of security-critical technology architecture.

In February 2019, the EU launched a cyber
security initiative to advance Europe in this
critical area. ThreatGet is an Austrian pro-
duct that was developed at the AIT Austrian
Institute of Technology. It supports developers
in identifying threats at an early stage and
quickly assessing the associated risks.

In order to introduce ThreatGet to the
market more quickly, AIT commissioned the
Lieber.Group to create a holistic consulting
approach. This new method has now been
awarded 1st place at the Constantinus Award
2021 in the Digitalisation / Internet of Things
(loT) category. With its help, the target group



Helmut Leopold (AIT; left) and
Peter Lieber (Lieber.Group; right)
presented the joint product
ThreatGet in 2019 and are now
pleased about the award for the
holistic consulting approach at
the Constantinus 2021

of IT security consultants with end customers
in the environment of security-critical infras-
tructure is to be addressed and supported in a
more targeted manner. Helmut Leopold, Head
of Center for Digital Safety & Security at AIT:

,We congratulate the Lieber.Group on their great success at the Constan-
tinus Award. The Lieber.Group developed a holistic consulting concept for
the effective implementation of new digital security technologies in mar-
kets with high security requirements based on the Security by Design tool
ThreatGet, which was developed at AIT and is a modern cyber security
management system that addresses the automotive industry, among ot-
hers. The cooperation with the Lieber.Group as a specialist for model-based
system development and internationally networked software consulting
house is an important prerequisite for a demand-oriented and responsible
introduction of new security technologies.”

METHODICAL
CYBER SECURITY
CONSULTING

The market for cyber security solutions is
growing strongly worldwide, as on the one
hand legal regulations are finally becoming
binding and on the other hand the attrac-
tion for criminal attacks is growing. In con-
trast to other countries, Europe is clearly
positioning itself as a security-conscious

market.
Fritz Mehl, ThreatGet project

With the new approach, security experts
manager at Lieber.Group

and responsible for partner now receive a methodical approach for

management their consulting services that is unique in
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its holistic approach. Fritz Mehl, project manager at Lieber.Group and responsible for partner
management:

With ThreatGet, a consultant no longer addresses the security department exclusively, but intro-
duces the process model as early as the system development stage. In this way, new target groups
- people from the enterprise or system architecture and those responsible for quality - are reached
at the customer. At the same time, the consultants get to know a methodology that will become
established in many industrial sectors in the coming years: Model-based system development.

MODELS AS A BASIS FOR
PRODUCT AND PARTNER
CONCEPT S——

to calculate the risk level of all detected
threats. These risk levels can be assigned
via the ThreatGet risk matrix



To complement AlT's ThreatGet technology, a completely new consulting approach was designed.
The technology as well as the consulting method were developed for the underlying processes
with the widely used modelling platform Enterprise Architect (Sparx Systems). In this way, the in-
numerable advantages of model-based development, which is becoming more and more prevalent
in safety-critical industries today (cars, aircraft, train traffic, etc.), can be utilised.

The special approach of ThreatGet is that security analyses are not only carried out at the end
of the development process, but accompany the entire process from the idea to implementation.
Leopold:

,For (cyber) security to gain the importance it needs to be effective, it must
become an integrative part of the functionality. Security by design means
that corresponding analyses accompany the entire development process.
This is a completely new approach, but an absolutely necessary prerequi-
site for the development of security-critical systems in our comprehensive
networked world."

ABOUT AIT

The AIT Austrian Institute of Technology is

and reliability for many years and developing

Austria’s largest non-university research new methods and tools to ensure the holistic
institution. With its eight centres, the AIT

sees itself as a highly specialised research

safety of systems. The experts play a leading
role in the industry standards of tomorrow,
e.g. 1SO TC 22 (automotive sector), ISO TC
299 (robotics), IEC TC 56 (dependability),
IEC TC 62 (medicine), IEC TC 65 (control
technology for industrial processes) and

and development partner for industry. In the
Center for Digital Safety & Security, state-
of-the-art information and communication
technologies (ICT) and systems are develo-

ped to make critical infrastructures secure AIOTI WGO03 (M2M). These many years

and reliable in the context of comprehensive of experience and expertise are also made
and global networking and digitalisation. In available to customers in the form of training
the Dependable Systems Engineering (DSE) and consulting.

research area, experts have been investiga-
ting the interactions between safety, security https://www.threatget.com/
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ABOUT LIEBER.GROUP,
BUSINESS UNIT
THREATGET

Lieber.Group's ThreatGet business unit spe- As a consultant, you can use ThreatGet to
cialises in holistic consulting for IT experts in accompany all of your customers’ system
security-critical technology architecture. To development cycles from the beginning to
this end, we are specialists in the modelling completion with a methodical procedure
platform Enterprise Architect (Sparx Sys- model. In this way, you can bridge the gap
tems) and ThreatGet. ThreatGet was created between IT and business departments for
by the Austrian Institute of Technology (AIT) your customers through cyber security
and supports developers in identifying cyber modelling. ThreatGet for holistic consulting:
security threats at an early stage and quickly Your advantage as a consultant with custo-
assessing the associated risks. With Threat- mers in security-critical environments!
Get, consulting companies identify and docu-

ment the entire system development process https://threatget.eu/

for threats, automatically and with an always marketing@threatget.eu

up-to-date threat catalogue.
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