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The overall solution for third party cyber risk management
according to NIS & GDPR - from Austria, applicable worldwide.

The EU-GDPR and the EU-NIS Directive require all organi- —>  Easily understandable rating,
sations, especially operators of essential services, to have based on the established system
professional cyber risk management for service providers, of KSV1870

suppliers and third parties.
PP P —>  Assessing IT security,

business continuity management

The Austrian CyberRisk Rating creates a new cyber security .
and GDPR compliance

standard for this purpose. Cyber risks in global supply chains

become transparent and can thus be reduced in a targeted —>  Developed by Austrian specialists
manner.
—>  Compatible with the EU-NIS
directive and the GDPR
—>  Rating process in German and
English for global suppliers
The

CyberRisk Rating by KSV1870
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FOR YOUR TOTAL SUPPLIER BASE:

WebRisk Indicator (C-Score)

C e Basic information for all your suppliers

WebRisk
Indicator

e Evaluates information accessible from the outside

¢ Available at short notice

FOR SENSITIVE SUPPLIERS

CyberRisk Rating with assessment

e Professionally validated
+ based on KSO's Cyber risk scheme
* A+ rating through additional audit

A+) B

*The CyberRisk Rating supports more Advanced Basic

advanced measures such as technical security security
audits through baseline data collection &
audit approval of the supplier.




Process of the
CyberRisk Ratings

WebRisk Indicator

® The WebRisk indicator (C-Score) is available for all your suppliers
in the short term and serves as an initial assessment of cyber risks.

Select suppliers

- —| . .
) You now choose for which of your suppliers you want to order a
7 CyberRisk Rating.

Assessment process
Iﬁ ® The suppliers you have selected will be notified and invited to

participate in the assessment.

Validation

The answers given in the assessment by the rated company are vali-
) dated by qualified examiners. Problems are clarified and the supplier
then has the opportunity to correct his statements once before the
CyberRisk Rating is calculated on their basis.

CyberRisk Rating available

00040 ) You will receive a notification as soon as the rating process is
Q% is completed.

Control:
The Cyber Risk Advisory Board

Energy, transport, banking, financial market infrastructure, healthcare,
drinking water supply, digital infrastructure & digital service providers, public

=l

CYBER RISK administration and scheme team
ADVISORY BOARD
The requirements of the Cyber Risk scheme were defined by lea- —> More about the requirements defined
ding cyber risk managers from all sectors of critical infrastructu- in KSO's Cyber Risk scheme can be

found as a PDF at

re, as well as representatives of well-known Austrian companies ] )
www.nimbusec.com/cyberrisk

- the rating is therefore suitable for any industry and any econo-
mic sector. The publicly and freely accessible scheme is continu-
ously maintained by the Cyber Risk Advisory Board in order to
be able to react quickly to new requirements from practice or the
NIS authority (BMI-BVT).



Assessment of IT security, business continuity
management & DSGVO compliance made easy -
with the CyberRisk Rating by KSV1870

— One process for all suppliers

Third party risk management according to the
NIS directive and GDPR

— Understandable & transparent

Easy-to-understand, transparent valuation according
to the established system of KSV1870

— Security made in Austria

Based on the Cyber Risk scheme of the
Kompetenzzentrum Sicheres Osterreich
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Questions? Contact us!

Phone
+43(0) 732 / 860 626

E-mail
office@nimbusec.com

POWERED BY
KSV1870 Nimbusec GmbH | Kaisergasse 16b | 4020 Linz
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Authority according to ECG: Magistrate of the City of Linz/Danube

Part of KSV1870






